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Introduction

This article outlines general procedures for configuring site-
to-site VPN bonding and failover based on the diagram
example of site-to-site VPN network in the following page.
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Diagram Example

Branch:
Port 1:
WAN 1: example_1

IP: 203.67.222.40, Subnet: 203.67.222.40/30,

GW:203.67.222.1

Port 2:

WAN 2: example_2

IP: 100.100.100.6, Subnet:100.100.100.0/29,
GW:100.100.100.1

Port 4:

Branch LAN: 10.168.1.0/24, Interface:
10.168.1.254

QQ-Balancer

HQ:

Port 1:

WAN 1: hg_1

IP: 103.67.222.47, Subnet: 103.67.222.40/29,
GW:103.67.222.41

Port 2:

WAN 2: hg_2

IP: 118.169.192.20, Subnet:
118.169.192.20/30, GW:118.169.192.21
Port 4:

HQ LAN: 20.20.20.0/24, Interface:
20.20.20.254

@Jﬁ —-JI"@
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Requirement

In this case, the solution is requested to:

1. Ensure site-to-site VPN connectivity when/if any one of
WAN links fails.

2. Highly utilize site-to-site network bandwidth by
distributing VPN traffic across all available paths at both
ends.
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Configuring Site-to-Site VPN Bonding

Follow the steps below to configure site-to-site VPN bonding
on the branch appliance with the IP details given:

1. WAN > ADD

2. LAN >ADD

3. System > Keys > XBond (make sure the XBond keys match.)
4. Object > XBond > ADD

5. Policy Routing > ADD
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WAN > ADD > Static
Name

example_1

Port

Port 1 v

Fath Monitoring

dns_ipv4

Subnet

203.67.222.40/30

203.67.222.40

Gateway

203.67.222.1
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WAN > ADD > Static
Name

example 2

Fort

Port 2 v

Path Monitoring

dns_ipv4 v

Subnet

100.100.100.0/29

100.100.100.6

Gateway

100.100.100.1
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WAN

WAN configuration is done as follows:

WAN
Status Type Name | Port Interface Subnet P Gateway
v Static  example_1 Port 1 eth0_6 203.67.222.40/30 203.67.222.40 20367.2221

v Static  example_2 Port 2 eth1_2 100.100.100.0/29 100.100.100.6 100.100.100.1
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LAN > ADD

Mame

LAN_10.1658.1.0

Related ISP

Auto v

Port

Port 4 v

Subnet

10.168.1.0/24

Route

10.168.1.254

DHCP

Enabled »
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LAN

LAN configuration is done as follows:

LAN

ADD DELETE

Mame T Port Interface Subnet Route IP

LAN_10.168.1.0 Fort 4 eth3_3 10.168.1.0/24  Interface  10.168.1.254
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System > Keys > XBond

For XBond, there are client and server. The XBond client will automatically
connect the XBond server to create XBond bonding tunnels, and the keys
on both ends have to be symmetrically set.

Keys

Enabled Keys

License

I

XBond @l gbalancer

—

The is the user-defined key for XBond.

OK
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Objects > XBond > ADD Q

Name

Bond_Main

Backup

Rol
Cl

LAN Hosts
Choose your option M o
Tunnels D Advanced

|:| En-:ry:)tionD Compress :)n Adaptive Compression

m

i

Nt

|:| WAN Enabled Remote Down/Up Mbps
example_1 @ 103.67.222.47 16.0 /30
example_2 @ 118.169.192.20 1000 /400

Path Monitoring

Timeout

=] ¥ Secs

Interval

3 ¥ Secs

Link iz down upon 2 ¥ continuous failure(s) on checking
|:| Eliminate/Fallback link when latency is greater/smaller than 1000 ms for 30 ¥ times of consecutive check
|:| Eliminate/Fallback link when packet loss is greater/smaller than 70 ¥ % for 10 ¥ times of consecutive check
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Objects > XBond

Configuration for XBond on the Branch appliance is done as

follows:
XBond
Q
|:| Edit Contacted the Counterpart Name Role Interface Backup Other
] /7 v Bond_lMain  Client bond0 -
- v example_1 bmv12 103.67.222.47 4013
ad V4 example_2 bmv13 118.169.192.20 4014
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Policy Routing > ADD Q

Priority o Add HQ subnet here for
® ) . . .
Highest Lowest site-to-site policy routing.

Source -
LAN_10.168.1.0/24 +

Destination

LAN_20.20.20.0/24 v

Direction
® Both Q Request (O Reply
Services
® Any Q Services QO Applications
Schedules
® Always O Custom
Choose your option v Choose the XBond newly

created.

FPoaol
Bond_Main v

NAT
O Smart O Manual @ No

Choose your option v

Comments

CANCEL
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Policy Routing

Policy Routing for VPN bonding on the Branch appliance is
done as follows:

Policy Routing

ADD DELETE Q
Priority T Source Destination Services Schedules Pool
7 LAN_10.168.1.0/24 — LAN_20.20.20.0/24 Any Always Bond_Main
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Follow the steps below to configure site-to-site VPN
bonding on the HQ appliance:

1. WAN > ADD > Static

2. LAN > ADD

3. Object > XBond (Generated automatically)
4. Policy Routing > ADD
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WAN > ADD > Static
Mame

hg 1

Fort

Port 1 v

Path Monitoring

dns_ipv4

Subnet

103.67.222.40/29

103.67.222.47

-
Gateway

103.67.222.41
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WAN > ADD > Static
Mame

hg_2

FPort

Port 2 L

Path Monitoring

dns_ipv4

Subnet

118.165.192.20/30

118.169.192.20

Gateway

118.169.192.21
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WAN

WAN configuration is done as follows:

WAN
Status Type Name Port Interface Subnet IP Gateway
v Static hg_ 1 Port1 eth0_9 103.67.222.40/29 103.67.222 .47 103.67.222 41
v Static hg_2 Port2 eth1_10 118.169.192.20/30 115.169.192.20 118.169.192.21
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LAN > ADD
Mame

LAN_20.20.20.0/24

Related ISP

Auto

Port

Port 4 v

Subnet
20.20.20.0/24

Route

@ Intefface Q Gateway

20.20.20.254

DHCP

Enabled »

Qd-Balancer
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LAN

LAN configuration is done as follows:

LAN

ADD DELETE

Mame T Port Interface Subnet Route IP

LAN_20.20.20.0/24 Port 4 eth3 11  * 20.20.20.0/24  Interface  20.20.20.254
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Add Branch subnet here

Policy Routing > ADD

Priority o o for site-to-site policy
Highest Lowest routi ng.
Source

LAN_20.20.20.0/24

Destination

LAN_10.168.1.0/24

Direction
@® Both QO Request QO Reply
Services i i
® Any QO Services (O Applications Select th_e XBond, which is
Schedules automatically generated.
@ Always (O Custom
Choose your option v
FPoaol
Bond Main
MAT
O Smat QO Manual @ No
Choose your option v
Comments
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Policy Routing
Policy Routing for site-to-site VPN bonding on the HQ appliance is done as

follows:

Policy Routing

ADD DELETE Q
Priority T Source Destination Services Schedules Pool
7 LAM_20.20.20.0/24 Plen LAN 10.168.1.0/24 Any Always Bond_Main

For your reference, the following is the policy route on the Branch appliance:

Policy Routing

ADD DELETE Q
Priority T Source Destination Services Schedules Pool
7 LAN 10.168.1.0/24 - LAN_20.20.20.0/24 Any Always Bond Main
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Done!

Check if the firewalls on both ends are able to ping one
another now.
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